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My extended essay will be the result of my investigation into the two different modes, namely-
symmetric and asymmetric encryption and decryption of the data which transfers through
networks. The leading question for the study was “WITH THE RAPID INCREASE IN WEB
SOCIAL INTERACTION, IS THERE A RELIABLE CIPHER ALGORITHM THAT

WOULD ALLOW PEOPLE TO COMMUNICATE ELECTRONICALLY WITH THE
SAME CONFIDENCE FOUND IN THE PHYSICAL WORLD WITHOUT WORRIES

DECEIT AND DECEPTION?T”

My approach to attempt an answer to the above has been analyzing the two different types of
cryptography. A thorough analysis of both symmetric and as asymmetric cryptography would

help me to arrive at a useful comparison.
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This would also help me to validate my thought whether a combination between the two would

be possible and useful.
P

Mathematics is done in both symmetric and asymmetric methods of encryption and decryption
and a brief analysis is stated after every operation. [ have chosen a piece of data and have a.pp?mﬁ
both the methods to encrypt and decrypt the data. [ would also explore the possibility of a hvhn&
cryptography model that uses the strengths of both the methods, For approaching symmetric /f
encryption, I looked at block ciphers and stream ciphers and the algorithm used to encrypt the / %?‘%C{f

data. For asymmetric encryption, I looked at the Diffie and Hellman algorithm and the RSA ‘
algorithm to understand the mathematics behind the asymmetric cryptography. Thereafter, |
introspected if advancements such as Moore’s Law threaten the reliability of such asymmetric
cryptosystems.

The analysis presented as part of this essay would hopefully succeed in creating a bias in the
mind of the reader about the ideology about combining the two and de wiopmg a hybrid

cryptography model.
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Is there a reliabie cipher algorithm that would allow people to communicate electronically?

1. Methodology of Investigation

The aim of this research paper is to evaluate the viability of symmetric encryption and then
compare with asymmetric encryption using a sample data and investigating the
mathematics behind the algorithms in each case.

Further, to explore the viability and possibility of utilizing features of both methods to be
able to arrive at an ideal method of encryption.

:2 intr @d%&fﬂ@&}"

!
\& il , L N .
Becr &:is,,}/ ‘has been in use from the time of Caesar in the Roman Ernpire and is still in use in the

cyber world of networking cmd communication. Effective wars have been fought using this
mefh@ﬁ of “"hiding secrets’’ using strategic plans within war zones

In today’s cyber world, we use a method of preserving security and secrecy of information
known as C rygﬁﬁwmphy

CRYPT @{g RAPHY*‘

N@Vm Cg}mggr&phy in the cyber world? How different or similar it is to the Caesar’s way of
“hiding secrets. The essay attempts to first describe the term cryptography and then introspect
various algorithms through which we can “"hide secrets™ in the cyber world.

“I am fairly familiar 'with all forms of secret writings, and am myself the author of a trifling
monograph upon the subject, in which [ analvze one hundred and sixty separate ciphers™, said
Holmes. wias 1% “krainags
The word cryptography or cryptology implies the study of hidden secrets. There are two main
types of cryptography techniques that are and were used in different times. These are Symmetrie
and Asymmetric crvptography.

For a smooth flow of understanding about the topic. We need to know a few key terms.
-The original message which has to be kept secret is known as the plain text.

-The algorithm needed to convert the plain text in to the secret message will be defined as the
encryption algorithm.

- To execute the encryption algorithm which is kind of a fock, we would need a secret key to
lock it. The encryption algorithm encrypis or convert the plain text into cipher text,

! These lines are quote from the book “The Adventure of the dancing men”
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-Cipher text is the coded message which will be transmitted to the decryption part of the
receiver’s part.
-The cipher text has to be converted into plain text in order to get the message. This is done by

using the key in the Decryption algorithm. -

. : : Ao ey
Classical encryption technigues: *
Caesar cipher:

Under this category, swapping of alphabets takes place. Such as, the 3" alphabet with the first
one, Alphabetical wrapstake place so that first A is replaced with D and so on. When Z is
reached the alphabets get reset to A

Let us encrypt a message: “HEY [ AM A GENIUS” (PLAIN TEXT)
H-k, E-H, Y-B, I-L, A-D, M-P, A-D, G-J, E-H, N-(Q, I-L, U-X, 8-V
Cipher text- KHB L DP D JHQLXV

P ol Fw? «7
~ g‘ — /;..,4- Vi ',‘
Here, the key is assumed % K’ and the value of kis 3./ - Fe RS e B SN

RS A
K can take any whole number value. It 1s only known to the sender and the recerver who are
communicating.

We can also assume the alphabets to be numbers and form a mathematical expression. Such as
A=1, B=2 and s¢ on.

Therefore, the expression for encryption would be

C=E(P)=(PrK-DMOD 261 g e i e

P=D (C) = (C-K+25) MOD 26 A

Here, C- CIPHER, P- PLAIN TEXT, D-DECRYPTION ALGORITHM, E-ENCRPYTION
ALGORITHM

But if the intruder who wants to decrypt the message without the permission of the sender can try
out different security attacks such as brute force attacks or he can also try out all the 25 possible
keys. Brute force attack is lengthy and can be exhaustive method of permutation and substifution
if the kevy is a large value.

This particular cipher was effective during the tenure of Caesar! Nowadays it 1s child’s play to

decrypt the cipher and obtain the original message by reversing the method of encryption.

I hopﬁ to explore in the body of this essay, other ciphers and methods of encryption the hope to
be able 1o successfully arrive at the strengths and weaknesses of symmetric cryptography and of
the same to the maximum. How we can reap the benefits?

o
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MONO-ALPHABETIC Cipher:

Here the key 1s generated through arbitrary substitution. The alphabets are arranged by any order
such as A can be replaced as R and so on.

fore, z'n;r‘: %a ey which is created by the permutation of the alphabets tells us the way o

er text.

The key can look like: “ZAQWSXKCDERFVBGTYHNMIUIKLOP?

There can be 261 Or 4X1024 keys possibie.

But in this type of cipher also, guesses can be made by observing the relative frequency of letter,
diagrams in the text, Ahhmuc,h these guesses are not made by human brain. The brute iﬂrw

B

attack 13 done by computers and i 1s also 2 tine consuming g PrOCESS. im0
o, el

3INVESTIGATION b b s the e %%‘w"fﬂ
Cedes oot gt e ,
Investigating the cipher strength using symmetric eryptographie &eshmque- %%@ 3 Ao g
Here, after explaining about the block and stream ciphers I will investigate the DES algorithm g‘} ¢
R

which has been in use for a very long period.

in symmetric encryption, only a single key is used for both encrvption and decryption of data.

This is done by cipher system Oﬁ"’encwpﬁ@n and decryption. There are two types of cipher

systems we will follow: Block cipher and stream cipher system. These systems are the traditional %ﬁf w%“"g
way to encrypt the data. The importance to know about these methods is to understand the DES
(data encryption standard) easily. Otherwise, it gets really difficult to understand the aigorithms
used in the DES method of encryption.

So first we will be drawing a comparison between the block cipher and stream cipher structures.

/ Stream cipher: It encrypts a digital data stream one bit or byte one by ope. The plain text bit b~ ‘Ei@;‘f%
strear.f 0} is matched. A Vernam cipher in which k; and p; are equal will be used as a one-time W C w7
T @ad version. This upbcr Vwﬂ be unbreakable uniess and until this kiis somchow acquired. {ﬁ b
However, k; must be available in advance for this to happen with both the sender and muawer
’ thmugh some means may be an independent and secure channel.

/A general example for the bit stream can be “1010101101001” which is a plain text and the

| stream cipher is of the same length but with the permuted pattern.
. . N , . D Ry
These kind of ciphers are proved to be useful when the communication has {o be amongst the %{i j’? e

g stations, in the satellites and where the continuous speech encryption has to be done, Such as
{ when you have to falk to an astronaut {rom a Nasa space station and the message has to be
ca)ﬁdeﬂﬁai Stream cipher would be handy to encrpyt the message simultaneously and transmit to

the astronaut.
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The journey of searching a strong encryption technique led me to public key crypto
systems.

Public- key systems are described by the use of a cryptic algorithm which is coated with two
keys, one of these keys is a private key and the other is the public key. It generally depends on
the application, which will be the private key and which will be the public key. In this case the
sender has the provision.of using ¢ %nherhls private key or the receiver’s public key, or both, to DT~
perform some type of cryptographlcmpmeéss We can describe public key cryptosystems into 1, f,,i‘ £
three categories:

- Encryption/decryption: The sender creates the encrypted message with the other user’s v
public key.

- Digital signatures: The sender “signs” the message with its private key. Signing is
achieved by a cryptographic algorithm applied to the message that is a function of the
message.

- Key exchange: Two sides of the end-user devices cooperate to exchange a session key.

Some algorithms are suitable for all the three applications mentioned above,
whereas others can be used only for one or two of these applications.

REQUIREMENTS FOR PUBLIC KEY CRYPTOGRAPHY:

Diffie and Hellman “postulated this system without demonstrating that such algorithms
exist. However, they gave a layout for the conditions that such algorithms must fulfill.
These made up a set of conditions which were known as DIFF76b.

1. “Itis computationally for an end- user device B to generate a pair of public keys and
private keys (PU, PRy).

2. Itis computationally easy for a sender A, knowing the public key and the message to
be encrypted, M , to generate the corresponding cipher text:
C=E (PUpy M)
Where C stands for cipher text (the encrypted text), E (encryption), M (message).

3. Itis computationally easy for the receiver B to decrypt the resulting cipher text using
the private key to recover the original message.
M=D (PR, C) =D [PRy E (PU, M)

4. It is computationally infeasible for an adversary, knowing the public key, PUpto
determine the private key, PRy,

5. It is computationally infeasible for an adversary, knowing the public key, PU, and a
cipher text, C, to recover the original message which is M.

6. The two keys are applied in either order:
M=D [PU,, E (PR, M) =D [PRy E (PUy, M)]”

S an m “\g‘}, 3
* Diffie and Hellman postulates are taken from the book ‘Network and security by William Stallmgs Q E% %{\ % -
a2 A ¢
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These were the requirements or we can say standard conditions for the generation for
the public — key cryptosystems.

The requirements lead to the use for a trap-door one-way function. A one-way
function is a function that converts a domain into a range such that every function
value has a unique inverse, so that the calculation of the inverse is possible.

Y= f(X) easy
X= f'(Y) infeasible

The trap door one way function is easy to calculate in one direction and possible to
calculate in other direction if and only if certain additional information is known. In
that case this calculation will be possible in polynomial time. We can summarize as
follows: A trap- door- one — way function is a family of invertible functions fi, such
that A

Ifk and X are both known then Y= fi(X) and also X= fi' (Y) {if X and k are known)
are both easy, however, when k and Y are known X= "' (Y) will not possible, if Y is
known but k is not known.

Thus, the development of a practical public- key scheme depends on discovery of a
suitable trap-door one-way function.

Encryption

Let’s assume Mr. A wishes to communicate with Mr. B through an encrypted message. A public
key(x,y) gets transmitted along with the message to Mr. B but a private key Z remains secret.
Now, when Mr. B wishes to reciprocate a message MSG to Mr. A then MSG will first be
converted to an integer ‘m’ such that O < m < x by using a protocol that would prevent the use of
predictability to find cribs to decipher the message. Further, a cipher text is created
corresponding to,

C = mY(mod x)

This process is swift and uses exponentiation by squaring. Mr. Bfinally transmits ¢
(cipher) to Mr. A.

How do we decrypt the encrypted message?

Decryption

Mr. A can recover m from ¢ by using the private key exponent d via computing

m = c?(mod x)

12
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Given m, Mr. A can recover the original message MSG by reversing the protocol set by
the padding scheme.

A worked example

The following example of RSA encryption and decryption uses OPEN secure socket
layer and generates a real key pair as shown below.

The objective is to be able to generate the real key pair and this is done through OPEN
SSL. Two distinct prime numbers are taken Let us say, these numbers are ‘p’ and ‘q’.
The product is denoted by ‘n’.The quotient of the product is denoted by ¢

p=83Andg =53
. Calculate n = pg giving
x=83x53
2. Compute the quotient of the product as o(n)=(p — 1)(g— 1) giving‘
©(4399) = (83 -1)(53 - 1) = 4264
3. Choose any number 1 < e <3828 that is co-prime to 4264. Choosing a prime
number for e leaves us only to check that e is not a divisor of 4264.

Lete =17
4. Compute d, the modular multiplicative inverse of e (mod ¢(#)) yielding
d = 1505

The public key is (x = 4399,y = 17). For a padded plaintext message m, the encryption
function is

c(m) = m*"mod 4399

The private key is (n = 4264, d = 1505). For an encrypted cipher text ¢, the
decryption function is

m(c) = c*5% mod 4399

For instance, in order to encrypt m = 65, we calculate

¢ = 657 mod 4399 = 253

To decrypt ¢ = 2790, we calculate
m = 253% mod 4399 = 2423

This process of generating a strong public key seems lengthy.

13
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Of course, now with the application of Moore’s Law and even if one looks at processing in
qubits as done in Quantum computers one can safely assume that this processing would be much
faster and generating these keys would probably be much quicker.

Further the speed of calculation can be increased by using the modulus of factors as in the
‘Chinese remainder theorem ‘ (mod p*q using mod p and mod g).

The values d,, d; and g, which are part of the private key are computed as follows:
Dy=dmod (p—1)= 1505 mod (83— 1) =29
Dp,-dmod (q—1)=1505mod (53— 1) = 49
Qirv=q" ~ 1mod p = 53 ~-1 mod 83 =47
= (X q)modp =47 X 53 mod 83 =1

Here is how d,, d, and gi,, are used for efficient decryption. (Encryption is efficient by choice of
public exponent ¢)

M; = cd,mod p = 1505729 mod 83 = 66

M; = ¢ dymod q = 1505749 mod 53 =2

H= (qinX (m;—mz2)) mod p = (47 X 64) mod 67 =1
M=ma+hxq=2+1x66=198

Asymmetric cryptography has merits and demerits:

- Merits:
1. The cryptosystem involves 2 layer encryption. Once it is done from the private key
and 2™ time it is done with the public key or vice versa.
2. The level of security increases in this cryptosystem as the encryption and decryption
has to be done with a pair of keys. One with a public key and other with a private key.
The algorithms can be executed with any of the keys.
3. This particular behavior of exchange of keys allows a secure transmission.

- Demerits:

1. The asymmetric cryptography is a slow process.

2. Ifthe key is a large number then the exponential process to generate the cipher text
becomes really exhausting. On a contrary we need to maintain the length of the key in
order to maintain the high level of security.

14



Is there a reliable cipher algorithm that would allow people to communicate electronically?

Further .Moore’s Law’states that the relation between the number of transistors per square inch
and the year of introduction are related linearly as they double each year.So computers will
process at a much faster rate and therefore private keys will take less time to crack. Further,
quantum computers that work on qubits as against the classical binary system could easily break
a large number into factors making it necessary to devise a more effective encryption method.lIt
seems plausible to combine strengths of different crypto algorithms to achieve this to a
reasonable degree.

Hybrid eryptography:
Cryptanalyst tend to develop a mentality of hacking either of the cryptic systems.

So, if the strengths of both the symmetric and asymmetric cryptic systems are combined into a
hybrid model that adds another dimension. Pertaining to higher security as the complexity of the
asymmetric and the speed of the symmetric cryptography may be harnessed.This particular type
of cryptosystem can overcome the demerits in both asymmetric and symmetric cryptosystems.

My idea is to follow the normal symmetric way of encrypting the plain text. But the key should
be encrypted asymmetrically.

The key goes through 2 layer encryption with the private and public key.

Now, I would be explaining my particular idea of combining these two cryptic methods.
Let the plain text be — “hello good morning”

I will be encrypting the plain text with the transposition cipher.

[ select the key size to be S letters

Therefore,
&)«%‘
Key 1 5 2 3 4 {% <
H E L L 0 o
G 0 0] D M
0 R N I N
G
Now, I will write the letter column-wise to generate the cipher:
CIPHER: HGOG LONLDI OMN EOR -

* Gordon Moore, 1965,Co-Founder of Intel

15
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Now, that I have used the symmetric method to encrypt the plain text. I would be using the key
which consists of 5 letters with asymmetric encryption method.

For the asymmetric method, I need to generate another key which can be regarded as the private
key.

Let the private key consist of 7 letters.

Therefore, my two prime numbers here are 5 and 7.
Let,

p=5Sandqg =7
n=pXxqg=5x7=35
pM)=P-D(@-1D=6-1)T7-1)=4x6=24

Now, selecting an integer ‘e’ GCD{pn),e}=1;1<e < @)
Therefore, the integer can be assumed as 17.

Now, we calculate ‘d’—~d = (e” — 1)mod ¢(n) = % X mod24

Ord x e = 1mod24
Therefore,
D= can be equal to 23.

Therefore my public and private key for the process would be,
KU(17,35)- PK
KR (23, 35) — Private Key

Therefore if M= 3

Where m= message { in my case the key of the symmetrically encrypted message)
Cipher text : 5*5(mod35)

=3125(mod35) °

=10

Decryption process=
M= 10"23(mod35)
=15

Finally, the lesson learned is that successful encryption of the key with the asymmetric
algorithm may be carried out. Further, the plain text can be encrypted with this encrypted

16
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key. This brings on the 4- layer encrypted message including the high level of security
and quick speed of encryption.

Good encryption parameters must be non - malicious. This preference of symmetric
cryptography over asymmetric cryptography is based on the idea that asymmetric
cryptography uses parameterized mathematical objects and I suspect that such parameters
could be specially chosen to make the system weak. A 4 layered encryption technique as
explained above should do the trick and promise security to a large extent.

Conclusion

On the basis of this investigation, it is possible to have a clear standing on “With the
rapid increase in the interaction of people electronically, is there a reliable cipher
algorithm that would allow people to communicate electronically with the same
confidence found in the physical world without worries of deceit and deception?”.
Through this in depth mathematical analysis of the algorithms of various encryption
techniques, the strengths and weaknesses of each system can be drawn out and this helps
in adding value to the research question.

Symmetric encryption has been widely used and implemented for a long while for
communicating over a network.

The main limiting factor of the same was the level of complexity is very low which
provides lesser security in comparison to the asymmetric cryptography.

Asymmetric cryptography came as an amendment to the above and promised greater
security.

However, for the same key size typically the asymmetric encryption is less secure. In the
real world, one can take care of this by using larger keys

More secure is generally an unmeasurable quantity. Resistance of a message M to attack
X by threat Y is much more meaningful.

It appears that the asymmetric part is often just used for the key exchange and then the
actual data is encrypted with a symmetric algorithm.

In my opinion, the answer to the problem seems to be floating in between the two
techniques. A 4- layer encryption as explained on a message will contribute towards high
level of security and quick speed of encryption.

Evaluation

Having taken my own stand bending toward the hybrid algorithm. Given more time, an
in-depth exploration into algorithms of symmetric hill cipher, blowfishas well as digital
signature algorithm of asymmetric and crypto algorithms like Shor’s used in Quantum
computers would further strengthen or affect my convictio
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